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It’s scambaiting, and it’s the Internet’s first blood sport. Everyone with an email account has received a long, slightly garbled message from someone claiming to be a close relative of a Nigerian government official, who has chosen you (yes, you!) to help them move a vast sum of money out of the country for a cut of the profits.

If you were gullible enough to respond you would be fleeced out of several thousand pounds and, taken to extremes, what is known as advance fee fraud can lead to assault and even murder. Most people ignore these without much thought, as the fraudulent intentions are well known. They are termed 419s, after the relevant section of the Nigerian penal code.

Scambaiters exploit the main flaw in the swinders’ scheme: greed combined with a limited grasp of English idiom and popular culture. They disregard the advice never to respond to a 419 email, and P, a scambaiter based in North America, explained what happens next:

“You can do all sorts of things, but the most popular opening gambit is to ask the scammer to send a photo for “identification purposes”. The catch is that he has to hold up a sign to prove it’s really him, and you can specify that he write just about anything on that sign.”

From there, the scambaiter can go just about anywhere, and baits range from the artful to the childish. A pastor burns down the church in an effort to claim insurance money to pay the scammer. Lara Croft apparently fits in some advance fee fraud in between tomb raiding. A gentleman called Dr Reginald Reggy Ptar-Ptar Spankdemonkey just can't seem to get the hang of money transfers, despite the help of his secretary, Ms Penelope Septic-Crud. Bruce Banner is late replying to messages because he keeps blacking out and waking up shirtless with torn trousers.

Many baits force the scammer go back and forth from bank to post office to fax bureau in futile attempts to cash in faked (but convincing) Western Union money transfers, bank drafts and cheques. 

Because victims are often asked for their company's headed notepaper, which would be used to perpetuate further scams, baiters create fake headed paper from companies like Scamorama International. Websites like www.waronspam.com
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 detail the often anguished correspondence between baiter and baited, as well as giving advice for novice scambaiters wanting to have a go themselves.

P has an impressive collection of ‘trophies’; photos of scammers in ridiculous and just plain surreal poses. The scambaiting website www.419eaters.com has a choice selection of these trophies, including a bizarre shot of a man in traditional African robes with a large fish balanced on his head. “I’m always amazed at how far I can go,” he says. “Sometimes I think they will do anything for the chance to con me. Of course, they catch on quite often. I've had my share of threats and curses.”

In the US, the Molson and Lee talk show features live scambaits via telephone. Their site, www.molsonandlee.com keeps sound files of the choicest ones. One scammer seemed to have been so cowed by the treatment that he called back, claiming to have reformed.

Other baiters take the “sport” further, by conning the scammers right back.  419eaters.com features some correspondence on the home page, detailing how a baiter successfully conned the hapless Prince Joe out of over £100, and then claimed that he’d taken the money and run away to join the circus.  Despite this, Joe keeps coming back for more and the scam continues. www.whatsthebloodypoint.com specialises in such baiting.

Scambaiters are rightfully protective of their privacy, and their advice forums are run on a strict pseudonym basis. “We’re always aware that they are criminals, and can be violent. We know that there have been at least fifteen murders connected with advance fee fraud,” says T, another baiter, who won’t reveal his location. “It might appear unlikely that they would jump on a plane from West Africa, but in fact some are based in places like Amsterdam and London. I suppose you could say we take a calculated risk.” 

There have been suggestions that scambaiting is just making fun of foreigners. Why Nigeria? “Nobody knows exactly why,” says T. “But advance-fee frauds and similar scams have been coming out of Nigeria and some surrounding countries for many years. We’re not singling out anyone, and neither are they: many Nigerians have been conned too. We would do this no matter where they came from.”

But why contact these thieves at all? “They have no morals and would con their own mother. I see baiting as a way of hampering them, as well as having a laugh. If he's busy dealing with my baits, he won't be conning somebody else,” says P. “I also think that if people look at baiting websites and read about it, they will realise that 419s are always a scam. I received an email from a barrister recently, who was about to send off $250,000. He'd read one of my baits online and realised just in time.”

Scambaiters have been contributing to 419 prevention in other ways, too. If the scammer gives his bank account details, some baiters forward the information on to the bank, informing them that the account is being used for criminal purposes. Scambaiters have also been known to have scammers' email addresses closed down by the service provider.  

With more being done to stop the scammers before they start, including a recent raid that resulted in 500 arrests and the seizing of £500 million worth of assets, will scambaiting fade away? P doesn't think so. “There have always been frauds for as long as there have been people gullible enough to fall for them. Maybe this lot have been caught, but others will take their place.”
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